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CORPORATION

STANDARDS

Compliant with NIST SP 800-57 Part
| for both Sensitive But Unclassified
and Classified Data

Uses FIPS-197 Certified AES 256 and
SHA 512 algorithms

SECURITY OFFICER
MANAGEMENT FEATURES

Automatic user identify and password

creation

- Enforces agency password
strength and change policies

Security Server retains a detailed
audit trail and chain-of-custody of
files encrypted on flash drives

Dynamic revocation of drive access if
drive is lost or stolen

Master (hidden) password

Multiple user authentication options

- Single sign-on when logged onto
agency network

- Federated trust networks

Automatic encryption

UNIVERSAL FEATURES

Easy to use drag and drop user
Interface

Encryption software runs from the
removable flash drive or hard drive

No PC Administrative rights are
required to encrypt files on the
flash/removable drives

Encrypted files are hidden in an
encrypted file system on the
removable flash/hard drive

Integrate file compression provides
more storage capacity

Microsoft Windows Vista, XP (Home
& Pro) 2000

SECURFLASH"

Protect flash drives and removable hard drives from unauthorized access

In today’s mobile environment, USB flash drives and USB removable hard drives have become a
convenient and valuable tool for government employees to transport and back up large amounts
of data. This increases the risk of data exposure since these drives are easily lost or stolen. State
and Federal agencies today must protect sensitive information in compliance with local and
FISMA standards. SecurFlash™ from encryptX enables government users to enjoy the ease and
flexibility of flash drives while adhering to organizational and FISMA data security policies.
Centralized Security Officer management features provide the required oversight,
administration and audit tracking of protected data on removable drives. Compliance with NIST
SP800-57 standards ensures that SecurFlash adheres to government requirements for
protection of both Classified and Unclassified data.

About SecurFlash

SecurFlash is powerful data encryption for any brand of USB flash drive and removable hard
drive. Over |5 million drives have been shipped with encryptX security software by leading
manufacturers including Imation, SanDisk, Ricoh and lomega. SecurFlash features an intuitive
interface and drag and drop file transfer capabilities backed by government-standard, FIPS 197
certified AES encryption. Primary features include:

=  Automatic user identity/password management — User identities and passwords are created
automatically through an interaction with the Security Server (Administrative Console).

=  Master key — An optional master key can be configured so that Administrators can gain
access to the encrypted contents of the flash drive if the employee leaves the company or if
an investigation is being conducted.

= Audit trail — The Security Server retains an audit trail of user access to the encrypted flash
drive and the files on the drive including file based actions taken by users.

=  Dynamic revocation — if the drive is lost or stolen, the administrator can revoke access to
the encrypted drive through a remote command even if a thief has the password.

®  Forced re-authorization intervals — the Administrator can set policies about how often the
user needs to be online when using the drive in order to communicate its audit trail to the
Security Server and check for user revocation commands.

=  Single Sign On — With the Security Server domain authentication feature, users need not
enter a username and password to access the flash drive if logged onto their corporate
network. When the user is disconnected, user must enter user name and password.
Trusted Network domains can also be federated across agency networks and subnets.

®  Automatic drive encryption — Any data saved to the removable drive through operating
system commands (e.g. cut, paste, copy, send to) and applications (e.g. Save As) are
automatically encrypted. This feature will be available Summer 2007.



Low Cost of Entry

Pricing for the software runs from $14.95 for a single drive to as low as $7.95 for orders of
1000 or more. All licenses are perpetual. The Security Server Management software is $5000
and is licensed for 1000 users. Each user can have multiple drives.

Drive Manufacturer Bundled Solutions

Numerous drive manufacturer partners bundle encryptX software on their drives. Custom
quotes from manufacturing partners that bundle the software are available on request.

SecurFlash Drag and Drop Interface
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Mixed Deployments

Agencies can mix and match users and drives in various configurations with some users
and drives being centrally managed through the Security Officer Management application
and others running independently. No additional software installation on the USB drive
or removable hard drive is required to upgrade and connect to the Security Officer
central management server.

Individual or low-volume copies of SecurFlash can be affordably purchased online at
WWW.encryptx.com.

ENCRYPTX CORPORATION

Since 2003, encryptX has been
providing encryption software for
manufacturer-specific flash drives,
government agencies and corporations.

Founded in 1999 by industry experts in
data security and storage, encryptX
provides comprehensive security
software solutions that provide
persistent protection of data.

encryptX solutions are registered with
the US Department of Commerce and
other agencies and are approved for
export in compliance with US
government regulations.

encryptX is privately held and is wholly
owned by BeCompliant Corporation.

Trusted by Millions

- Over |5 million drives shipped
with encryptX software by
manufacturers including: Imation,
SanDisk, lomega, Olixir, Hana
Micron and others

- Government users include:
States of New York, Montana,
Virginia, Georgia, City of
Richmond, Virginia, London
Borough of Hackney (site of 2012
Olympics), Vancouver Police
Department, and many others

- Corporate users include: 1BM
Corporation, Sunguard Data
Systems, Vanguard Mutual Funds,
Boeing, General Dynamics,
Omnicare Pharmaceutical, New
Alliance Bank, and many others

Corporate Headquarters
580 Burbank Street, Suite |10
Broomfield, CO 80020

Phone: 1.303.464.8564 option |
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www.encryptx.com

© 2007 encryptX Corporation. encryptX
Corporation is a registered trademark and the
encryptX logo, BeCompliant, SecurWrap,
SecurScan and SecurFlash are trademarks of
encryptX Corporation. All rights reserved.


http://www.encryptx.com/

	 

